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Foreword

This guide has been produced by members of Combined Industries Theft Solutions (CITS) to help those
who design, build, and secure construction sites reduce the risk of theft, fraud, and related crime. It
replaces the previous CITS Guide for Theft Prevention and has been refreshed to reflect current legislation,
current standards, and technology that has become available since the last edition.

The guide draws on the practical experience of CITS members, including trade associations, insurers, major
contractors, plant manufacturers, and UK police forces, and incorporates proven security management
practice contributed by Cannon Asset Protection Limited.

Wherever this guide refers to "prevention" it generally uses "reduction" instead, in recognition that no set
of measures can guarantee that theft will never occur. The exception is where a title or clause is quoted
directly from legislation or another official document, in which case the original wording is retained.
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1. Introduction

1.1. Purpose of this Guide

The purpose of this guide is to help construction site operators, principal contractors, Tier 1 contractors,
sub-contractors, and the security service providers who support them to reduce the theft of plant,
equipment, materials, fuel, and information from construction sites. It updates the previous edition to
incorporate current technology and recent legislation, and to set out, as a minimum, an approach that
meets the security-related requirements of the Construction (Design and Management) Regulations 2015
(CDM Regulations) and the wider legislative framework described in Section 2.

This guide is intended to be used alongside, not instead of, a site-specific security risk assessment. It sets
out principles and a menu of measures; it does not remove the need for a competent person to judge
what is proportionate for a particular site, project phase, and threat picture.

1.2. Vision

The vision of CITS and of this guide is to help create and maintain resilient construction sites that are free
from theft and other associated crime arising from insider threat, serious and organised crime, and the
opportunistic thief.

1.3. Target Audience and Scope

This guide is written for security practitioners, construction site operators and Principal Contractors, Tier
1 contractors, sub-contractors, and the security service providers responsible for protecting a site. It will
also be of interest to clients and designers who influence security outcomes at the earliest stages of a
project, and to insurers and finance houses with an interest in loss reduction.

1.4. How to Use this Guide

Sections 2 to 4 set out the legal, governance, and risk-assessment foundations that should sit behind any
site security plan. Sections 5 to 10 set out the layered, thematic measures that make up a defence-in-
depth approach — physical, procedural, personnel, and cyber. Annexes provide supporting detail, a
bibliography, and normative references so that the guide can be kept current as standards and guidance

are revised.
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2. Legislative and Regulatory Framework

Construction sites in the United Kingdom sit within a wide legislative framework. Some of this legislation
addresses security directly; other legislation addresses safety, data protection, or employment matters
but has clear implications for how a site should be secured. The following clauses are a minimum reference
point; duty holders should seek their own legal advice on how each applies to their project.

2.1. Construction (Design and Management) Regulations 2015 (CDM Regulations)

The CDM Regulations (S1 2015/51) are the principal health and safety regulations for construction work in
Great Britain. They place duties on clients, designers, principal designers, principal contractors, and
contractors to plan, manage, and monitor construction projects so that they are carried out without
unacceptable risk to health and safety. Several of these duties bear directly on site security, including the
following.

(a) A risk-proportionate perimeter fence, free from projecting nails or sharp objects (Regulation 18(2)(b),
Part 4).

(b) Suitable signs identifying the site perimeter (Regulation 18(2)(a), Part 4).
(c) Reduction of access to the site by unauthorised persons (Regulation 13(4)(b), Part 3).

These duties are safety duties in origin, but a fence that is fit for the purpose of keeping people safe will
also, if properly specified, contribute to reducing theft; the reverse is also true, and a poorly specified
security fence can itself become a safety hazard. Security and safety planning for the perimeter should
therefore be undertaken together, not in isolation.

2.2. Health and Safety at Work etc. Act 1974

This Act places a general duty on employers to ensure, so far as is reasonably practicable, the health,
safety, and welfare of employees and others who may be affected by their work activities. Because an
unsecured site can present hazards to trespassers, particularly children, and because unsecured plant can
itself be a danger if started or moved by an unauthorised person, appropriate site security measures are
a reasonably foreseeable part of an employer's general duty.

2.3. Equipment Theft (Prevention) Act 2023

This Act received Royal Assent on 20 July 2023 and gives the Secretary of State a power to make secondary
legislation requiring immobilisers and forensic marking to be fitted as standard to specified new
equipment, together with record-keeping by sellers, so that police can identify and return recovered
items. The Act was framed primarily around all-terrain vehicles (ATVs) and quad bikes, and includes a
broader power to extend its requirements by regulation to other equipment used in agricultural or
commercial settings, including construction plant.

Following a call for evidence, the Government confirmed in October 2025 that the first tranche of
secondary legislation under the Act will focus on forensic marking and database registration of new ATVs
and specified removable GPS units, rather than extending immediately to larger construction machinery,
power tools, or a general immobiliser mandate. The Act retains the power to widen its scope in future if
this initial phase proves effective, and construction plant buyers should not assume that marking of larger
machinery is, at present, a statutory requirement — although it is already common commercial practice,
and the technical minimum-marking standards under consideration have been informed by the existing
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CESAR scheme (see Annex B). This is a live area of policy and CITS members should check for updated
secondary legislation periodically.

2.4. Data Protection Act 2018 and UK GDPR

The Data Protection Act 2018 implements the UK's data protection regime alongside the UK General Data
Protection Regulation. Construction sites generate and hold significant volumes of personal data — access
control logs, CCTV footage, driver and delivery records, and the personal data of the workforce — and
increasingly hold sensitive design and asset data through Building Information Modelling (BIM). Site
operators are expected to implement proportionate technical and organisational measures, conduct data
protection impact assessments where appropriate, and be able to demonstrate accountability. Section 8
of this guide addresses the practical steps this implies for cyber hygiene and BIM access control.

2.5. Occupiers' Liability Acts 1957 and 1984

The Occupiers' Liability Act 1957 sets out the duty of care owed to lawful visitors, and the Occupiers'
Liability Act 1984 extends a more limited duty of care to trespassers. It is important for the occupier of a
construction site to understand that a duty of care to trespassers exists, even where their presence on site
is unwelcome or unlawful; an occupier cannot disregard this duty. Effective, well-signed, and well-
maintained perimeter security is one of the most direct ways an occupier can manage this exposure,
alongside making the site itself less attractive and less hazardous to enter without authorisation.

2.6. Modern Slavery Act 2015

The Modern Slavery Act 2015 makes provision about slavery, servitude, forced or compulsory labour, and
human trafficking. Construction has been repeatedly identified, both in the EU and in the UK, as a sector
at elevated risk of labour exploitation. Robust workforce identity checks, undertaken as part of site access
control, contribute to reducing this risk as well as to reducing insider threat, and should be seen as a shared
objective of safety, security, and ethical labour practice.

2.7. The Planning Act 2008 — Development Consent Orders

The Planning Act 2008 created a regime for granting development consent for Nationally Significant
Infrastructure Projects — large-scale developments such as harbours, roads, railways, power stations, and
electricity transmission infrastructure. Projects that fall within this regime typically carry a heightened
security profile, given their scale, critical national infrastructure status, or public visibility, and may warrant
a security overlay from project inception, in line with NPSA guidance referenced in Annex B.

2.8. Common law duty of care and the reasonable person standard

Much primary legislation uses phrases such as "so far as is reasonably practicable" or "reasonable
precautions." This requires a contractor to make a judgement, generally assessed against the reasonable
person standard used in the law of tort. Negligence is typically a failure to act with the prudence of a
reasonable person; a documented, risk-based approach to site security, of the kind this guide describes,
is one of the clearest ways a contractor can demonstrate that this standard has been met.

2.9. Security Industry Authority Act 2001

The Security Industry Authority (SIA) Act 2001 established the SIA, which regulates the private security
industry in the United Kingdom. Individuals performing licensable security activities on a construction site
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— including manned guarding — must hold, or work under, an appropriate SIA licence, and site operators
should verify this as part of contracting and site induction.

2.10. Counter-Terrorism and Security Act 2015

This Act includes provisions to enhance the protection of critical infrastructure, which may include certain
construction projects considered critical, and places a duty on specified authorities to have due regard to
the need to prevent people being drawn into terrorism (the Prevent duty). Larger or higher-profile projects
should consider whether NPSA guidance on protecting crowded places or critical infrastructure
construction is relevant to their threat picture.

2.11. Building Act 1984

The Building Act 1984 and its associated regulations provide the legal framework for building control in
England and Wales. While primarily concerned with structural safety and integrity, building control
measures can indirectly support site security, for example through requirements affecting the physical
robustness of the completed structure.

2.12. Fire Safety (England) Regulations 2022

These regulations place responsibilities on employers and others with control of premises, including
construction sites, to take general fire precautions. CDM duty holders must co-ordinate and co-operate
with the responsible person(s) for fire safety while construction work is taking place. In practice, fire risk
assessment and site security assessment increasingly overlap, and current commercial guidance (see
Annex A) reports that insurers and contractors are bundling fire safety provision into the wider site
security risk assessment rather than treating the two as separate exercises.

2.13. Suitably Qualified and Experienced People (SQEP)

CDM section 15(7) provides that a contractor must not employ or appoint a person to work on a
construction site unless that person has, or is in the process of obtaining, the necessary skills, knowledge,
training, and experience to carry out the tasks allocated to them. This requirement applies as much to
those protecting the site as to those building it, and is a further reason why SIA licensing, relevant vetting

(see Section 6.3), and role-specific training matter.
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3. Governance and Security Management

Good security on a construction site is a governance outcome as much as a technical one. It depends on
clear ownership of the security plan, clear duties down the supply chain, and a shared understanding that
security should enable — not obstruct — the safe and efficient delivery of the project.

3.1. Roles and Responsibilities Across the Supply Chain

Security responsibility runs from the client, through the principal designer and principal contractor, to Tier
1 contractors, sub-contractors, and the security service provider, with police and emergency responders
as an essential external partner in response planning. The diagram below sets out this chain and the broad
security duty that sits with each party.

The client sets the security expectations and budget envelope at project outset, ideally informed by an
early security overlay to the project's RIBA Plan of Work stages. The principal designer has the opportunity
to design out crime through the layout, lighting, and materials specified, in line with the principles of Crime
Prevention Through Environmental Design (CPTED). The principal contractor owns the site security plan
on a day-to-day basis, and is usually the party best placed to commission a competent security consultant,
in line with NPSA guidance on procuring specialist security consultancy services (see Annex B). Tier 1
contractors and sub-contractors are responsible for complying with site rules, and the appointed security
service provider delivers the guarding, monitoring, and incident response function described in Sections 5
and 10.

Security Duty-Holders Chain on a Construction Project

Principle Designer Principle Contractor

Designs out crime Owns the site
opportunities (CPTED) security plan

Tier 1 Contractors
Implements site rules

Client

Sets security expectations
at project onset

Security Service Police & Emergency

Provider ) Responders
Delivers guarding, Supports response and =1id FEea: e il
monitoring, & response disruption

Sub-Contractors

Complies with access, ID,

Figure 1: The security duty-holder chain on a construction project.

3.2.  Security Aspects Letters and Procurement

A Security Aspects Letter (SAL) is a short document, issued by the client or principal contractor, that
records the security requirements, threat assessment outputs, and any specific constraints that a project's
designers and contractors must work within. Issuing a SAL early, and updating it as the project's risk profile
changes through its phases, is good practice recommended by NPSA and is one of the clearest ways to
translate the outputs of Section 4 into contractual and design requirements.

3.3. Integrating Security with Site Safety

Security measures must not compromise safety, and safety measures must not be allowed to defeat
security unnecessarily. For example, a fire escape route must never be permanently obstructed by a

security barrier, but neither should a legitimate means of escape be left as an unmonitored, unmanaged
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route into the site. Security and safety planning should be brought together at the same table, not treated
as competing disciplines.

3.4. Proportionality and Affordability

Every defensive layer described in this guide should be selected because it is proportionate to the assessed
risk (see Section 4) and affordable within the project's means, and should be chosen so that it does not
unduly impact the construction programme. A control that a site cannot sustain in practice, because it is
too costly, too slow, or too disruptive, will not be maintained, and an unmaintained control provides a

false sense of security that can be worse than no control at all.
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4. The Security Management Review (SMR) Process

CITS recommends that the threat, vulnerability, and risk assessment referred to throughout this guide is
carried out using the Security Management Review (SMR) methodology, a proven process previously used
successfully across the construction security sector (see Annex B). SMR is a logical, repeatable, and
defensible six-stage process, grounded in established risk-assessment research, that produces a risk-
commensurate, cost-efficient, and proportionate protective security solution and a clear, auditable set of
outputs at every stage.

An SMR can be scaled to the asset in question — good practice suggests it can be conducted "in 30 days
or 30 minutes" — so a large, critical, or novel site should expect a fuller review, while a small or low-
criticality site may complete the same six stages in a short workshop. The six stages are illustrated below
and set out in detail at Sections 4.1 to 4.6, each ending with the specific outputs ("products") that stage
should produce.

The Security Management Review Process

1. Asset 2. Adversarial 3. Vulnerability
Characterisation Threat Assessment Analysis

5. Design
e Integrated Security
Programme

4. Adversarial Risk
Assessment

6. Review Security
Arrangements

Figure 2: The six-stage Security Management Review (SMR) process.

4.1. Stage 1 — Asset Characterisation

The review team first develops a shared understanding of what is to be protected, and identifies the critical
aspects, elements, or constituent parts of the asset, area, or system in question. A useful technique is to
speak directly to the designers or operators of the asset and ask them how they would attack it to render
it unusable — this often surfaces critical dependencies that are not obvious from a plan alone.

The team should identify and involve the key stakeholders at this stage, including the asset owner or
operator, the organisation's Accountable Person, the Senior Risk Owner, supply chain security specialists,
and, where necessary, external agencies such as the police. An SMR Lead should be appointed, and, where
responsibilities are not already clear, a RACI chart (Responsible, Accountable, Consulted, Informed) should
be produced to set out protective responsibilities without ambiguity.

Stage outcome (products) ‘

(a) A description of the asset.

(b) The owner of the asset or system.

(c) The person responsible for protecting the asset.
(d) The Senior Risk Owner (budget holder).
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4.2. Stage 2 — Adversarial Threat Assessment

The team identifies potential threat actors — for example the terrorist, the activist or protestor, the
criminal, or the insider — and asks why each might be interested in the asset. For each identified actor,
the team should establish intent, motivation, capability, and attack methodology (modus operandi),
drawing where possible on whether the organisation, or a similar one, has been attacked before. Good
practice summarises this stage as the discipline to "think like your enemy," and requires the team to
consider both physical and cyber attack routes, consistent with Section 8 of this guide. Current reporting
(see Annex A) indicates that organised groups increasingly use drone reconnaissance to identify high-value
assets and access points before an attack, and are willing to disable telematics and tracking devices before
removing plant from site, so this assessment should be kept current rather than treated as a one-off
exercise.

Stage outcome (products) ‘

(a) A list of people or groups (adversaries) who might attack the asset.

(b) Their motivations and capabilities.

(c) Their attack methodologies.
(d) Their strengths.

4.3. Stage 3 — Vulnerability Analysis

The team examines what security arrangements, planned or existing, are already in place, and identifies
the vulnerabilities — the gaps or weaknesses — within them. The critical step is to match each adversary's
strengths and attack methodology, identified in Stage 2, against these vulnerabilities: how exposed is the
critical asset to this threat actor and their particular method of attack, considering both physical and cyber
routes? This matching exercise is what distinguishes an adversarial vulnerability analysis from a generic
site survey, and it is where the site's perimeter, lighting, access control, and cyber hygiene (see Sections 5
and 8) are tested against a specific, credible adversary rather than assessed in the abstract.

Stage outcome (products) ‘

(a) An understanding of the current security arrangements.

(b) A list of vulnerabilities (gaps) in the current security arrangements that could be exploited by the threat

(adversary).

4.4. Stage 4 — Adversarial Risk Assessment

The team assesses what adversarial risks the identified threat actors present — for example cyber-attack,
sabotage, theft, or damage — and drafts representative risk statements, building a risk register specific to
the asset or process in question. Eachrisk is scored as likelihood multiplied by consequence, using a proven
risk assessment tool to produce an unmitigated risk score, giving the review team and the Senior Risk
Owner a shared, defensible understanding of the risk rather than a subjective impression.

As an illustration, a representative risk statement might read: "Due to the lack of control at the entrance
of the work area there is an increased risk that unknown person(s) can sabotage installed equipment,
rendering it unusable. This could impact commissioning, increase cost, or delay production, and lead to
reputational damage," scored as a likelihood of 5 and a consequence of 3, giving a risk score of 15 —

categorised as High. The table below reproduces this example.
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Risk statement Likelihood Consequence Risk score
Due to the lack of control at the entrance of the work area there is
an increased risk that unknown person(s) can sabotage installed .
1 . . . . L 5 3 15 — High
equipment, rendering it unusable. This could impact commissioning,

increase cost, or delay production, and lead to reputational damage.

Stage outcome (products) ‘

(a) A shared understanding of the risk.

(b) A list of risk statements (a risk register).

(c) An impact assessment for each risk.

(d) A score for each adversarial risk.

4.5. Stage 5 — Design Integrated Security Arrangements

The team identifies the design criteria (legal, regulatory, and company requirements), constraints (time,
cost, safety, and emergency provision), and other considerations that will shape the solution, then
identifies options available to reduce the adversarial risk — whether reduction or responsive, and drawing
on personnel, cultural, procedural, physical, technical, and behavioural measures, ideally combined into a
single holistic security programme rather than a single control in isolation.

This is captured in an Operational Requirement, which outlines the blend of capability needed and
specifies the effect required rather than prescribing a specific product or solution. The team agrees a
preferred option, challenges it through a "red team" review where necessary, and develops a costed
proposal and delivery schedule. Approval and funding are then sought from the Senior Risk Owner,
including explicit acknowledgement of the willingness to accept any residual risk; where the Senior Risk
Owner accepts a risk without full mitigation, this should be documented and the consequences made clear
to them, and where only partial agreement is reached, the residual risk should be reassessed and
documented accordingly.

Once approved, the arrangements are installed, commissioned, and implemented, together with a
technical systems maintenance and repair programme. Finally, the relevant documents are created or
updated — including the Site-Specific Security Plan, "as-built" drawings, work instructions, and procedures
— recorded in the organisation's SMR Register, with learning captured and communicated back to the
review team and stakeholders.

Stage outcome (products) ‘

(a) An Operational Requirement.
(b) A Security Plan.

(c) “As-built” drawings of the defensive security systems.

(d) A residual risk register.

(e) An entry listed in the Project’s SMR Register.

4.6. Stage 6 — Review Security Arrangements

The SMR process is revisited whenever it becomes applicable to do so — an SMR is not a one-off exercise,
but a live document that should be refreshed as the asset, the threat, or the organisation's risk appetite
changes. established practice sets out five specific triggers for conducting or repeating an SMR, which CITS

recommends adopting:
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(a) when establishing a site, facility, or service, to set a security benchmark or support the design
of security arrangements;

(b) when an individual, organisation, or sub-team leader is newly allocated responsibility for
protecting the people, property, or information concerned;

(c) when an existing site, facility, or service undergoes a significant reconfiguration, change of use,
or change of Senior Risk Owner;

(d) when the adversarial risk score changes substantially on receipt of new information, or when
management otherwise deems it necessary; and

(e) as part of the periodic revalidation of previous SMRs, at a frequency determined by the
criticality rating of the site, property, or asset concerned.

Stage outcome (products) ‘

(a) Updated executive endorsement.
(b) Updated SMR documents.
(c) An annual SMR Review Register.

(d) Increased certainty of business success.
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5. Defence in Depth: Layered Protection

CITS recommends a defence-in-depth approach: no single measure should be relied upon in isolation, so
that defeating one layer does not open the whole site. Each layer should contribute to one or more of four
functions — deter, detect, delay, and enable a pre-planned response — illustrated in the diagram below.

1. Industry Relevant Legislation & Regulation
2. Industry Policies & Good Practice
3. Organisational Values, Strategy, Culture, & Complimentary Programmes

4. Organisational & Industry Procedures

5. Organisational Security Management Plans & Procedures
6. Organisational Security Culture

7. People & Personnel Security ‘
8. Cyber Security & Information Assurance |
9. Or ional E & Resp:
10. Security Contingency Planning De ter
11. Physical Security Infrastructure
12. Security Operational Control [Room]

13. Security Incident Response Plans Detect

14. Technical Security Systems
15. Guard Force at earliest time

[asser | Delay

+Incident Response +Control Access +Search «Patrol *Reporl

the attacker

" +Assure +First Aid +Fire Watch *Engage *Educate *Explain +*Influence +Concierges the attack
*Access Conirol System (ACS) +Lighting +CCTV +Intruder Delection System (IDS)
- +Emergency Broadcast System (EBS) +Alarms Resp on d
+Marauding Teror Attack +Explosion *Knife Attack +Suspicious Vehicle, Bag, or Package +Bomb Warning +Trespass
+Unauthorised Enry +Arson +Violent Employee +Use of Foul & Abusive Behaviour +Theft, Malicious Damage, or as planned

Sabotage +Fraud +Breach of Security Rules +Misuse of Social Media +Cyber Attack or Breach +Loss of Information
3 +Phishing Attack +Denial of Service Aftack

+*Command & Control +Incident Management +Standard Operating Procedures +Ci i Systems +Si
«Information & Intelligence «Alarms +Digital Display Screens +«White Boards «Operational Logs
2 +Ergonomic Furniture *Suitable Lighting, Heating, & Airconditioning

*Perimeter Barriers & Fences +Vehicle & Pedestrian Gates +Pedestrian Tumstiles +Guard Posts «Traffic Barriers + Hostile Vehicle Mitigation
1 +Anti-Climb Devices +Ditch, Stream, & Rivers +Road Layout & Configuration +Slopes +Trees & Vegetation +Light Posts, Signs & Curbs

+Security Conlingency Plan +Demonstration Exercise DOMINO +Operation LOCKDOWN +Operation CLEAR CHECK (Search) +Guard Force Standing
° Operations Procedures (SOPs) «Guard Force Post Instructions +Security Control Room (SCR)

“Incident Management Plan sEmergency Controllers & Wardens +Business Continuity +JESIP Principies +Incident Investigation
+Medical Response *Fire Response *Cyber Response

] ¢ Cyber Assurance +*Network Security +Password Management +Social Media Policy +Document Classification «Clear Desk Palicy

+Pre-Employment Screening +Vetting +Aftercare +Confidential Reporting *Metal Health & Wellbeing +Personnel Security Risk Assessment

+People & Personnel Security +Property Protection & Theft Reduction Reporting, Response & React +Cyber Security & Information Assurance

+Security Policy +Security Standards +Security Strategy *Security Assurance Plan +Security Management Plan +Security Contingency Plan +Security Instructions

4 *Heallh & Safely +Environmental *Emergency Preparedness *Quality +Brand Association +Disciplinary Code +Fil for Work

+Life Saving Rules »Zero Harm +Lean Six Sigma +No Blame *Leaming Organisaion +Invest in People +One Team Approach

z +National Protective Security Authority sNational Counter Terrorism Security Office +National Cyber Security Centre +Information Commissioner's Office

1 +Sector Specific Legislation or Regulation *Crime and Disorder Act 1998 +The Terrorism Act 2006 +Serious Crime Act 2015 +Counter-Terrorism and Security Act 2015 «National Security Act

Figure 3: Layered site protection, from legislation, through the perimeter to the critical asset.

5.1. The Deter, Detect, Delay, Respond Model

Deterrence relies on visible security — signage, cameras, lighting, uniformed presence, and clear evidence
of marking and monitoring — making the site a less attractive target relative to others nearby. Detection
relies on video surveillance (cameras), perimeter intrusion detection systems (PIDS), alarms, guarding, and
increasingly drone-based patrol, to identify an incursion as early as possible. Delay relies on the physical
robustness of fencing, locks, cages, and immobilisation, to slow an offender for long enough that a
response can be triggered and can arrive. Response relies on a pre-planned, rehearsed, and resourced
procedure, including engagement with police and other emergency responders, discussed further in
Section 10.

-17 -
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The Deter - Detect — Delay — Respond Cycle

RESPOND Site Security | DETECT

Pre-planned, rehearsed Objective | ccTv, alarms, PIDS,
police & responder liaison I guarding, drones

Each function is proportionate to the assessed risk and works together as one defensive system

Figure 4: The Deter—Detect—Delay—Respond cycle.

5.2. Perimeter Security

The perimeter fence is the first and most visible layer of protection and, per CDM Regulation 18(2)(b),
must be risk-proportionate and free from projecting nails or sharp objects; per Regulation 18(2)(a), the
perimeter must also be identified by suitable signs. Relevant product standards are listed in Annex B. CITS
notes that NPSA no longer tests fences and gates against the Manual Forced Entry Standard, and that this
rating was withdrawn from the Catalogue of Security Equipment from 1 January 2026; specifiers should
instead consult NPSA's current Forced Entry Standards Guidance and, where vehicle attack is a credible
threat, the Vehicle Attack Delay Standard (VADS) or ISO 22343-1. Afence or gate should never be specified
in isolation — it works as part of an integrated perimeter solution supported by detection, lighting,
monitoring, and a resourced response, as described throughout this section.

Danger B | ||| ]

Construction Site

Keep out

Perimeter signage: a clearly marked construction area boundary supports COM Regulation 18(2)(a).
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5.3. Access Control

Access control should authenticate every person and vehicle entering the site, log the time of entry and
exit, and be capable of quickly answering who is on site at any time — a control that supports both security
and emergency evacuation accounting. Common measures include a staffed gatehouse, ID verification
against a pre-approved workforce list, vehicle logging, and turnstiles or barriers for pedestrian and vehicle
routes respectively. Rigorous access control also directly supports compliance with CDM Regulation
13(4)(b) on reducing access by unauthorised persons, and helps address the significant proportion of
construction theft that current reporting attributes to individuals with legitimate day-to-day access to a
site — subcontractors, delivery drivers, and opportunistic workers — rather than to outside intruders.

5.4. Surveillance and Detection

On-site or remotely monitored cameras, linked where appropriate to floodlighting, remains one of the
most effective and most commonly specified controls. Increasingly, sites use rapid-build, solar or battery-
powered surveillance towers with remote monitoring, which can be redeployed as the site footprint
changes and can cover large or remote sites without full-time on-site guarding. Some sites now also deploy
tethered or patrol drones for continuous aerial observation, feeding real-time imagery to a monitoring
station; CITS notes that criminal groups have adopted the same technology for reconnaissance, so any
drone capability should be matched by counter-reconnaissance awareness in the workforce security
programme described in Section 7.

CCTV providers should ideally be members of SSAIB or NSI and be certified to BS8418 requirements. This
ensures that the selected partner is inspected by a UKAS certified inspectorate and that the service being
provided meets a minimum standard.

5.5. Alarm Systems and Alarm Receiving Centres

Intruder alarms, and where appropriate hold-up alarms, should be linked to a monitored Alarm Receiving
Centre so that an activation results in a verified, prompt response rather than an unactioned notification.
Alarm systems are available for any equipment, and a false-alarm management policy should be agreed
with the monitoring provider so that genuine activations are not desensitised by nuisance alarms.

5.6. Positioning and Physically Securing Plant Overnight

Where practical, plant left on site overnight should be positioned and secured to make quick removal
difficult, and full immobilisers and hydraulic locks should be applied wherever the equipment allows.
Photographs of good and poor practice, drawn from CITS members' own sites, are set out in Annex C, and
include examples such as slewing an excavator cab and extending its boom arm, securing smaller

equipment beneath the boom arms of a mini-excavator, and positioning a machine to physically block
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access to a portable store. Ignition keys should always be removed when equipment is not in use, and
equipment should not be left with more fuel in the tank than is needed for the period it will be unattended.

A mini-roller secured by surrounding larger plant, immobilised overnight.

A fuel pod made difficult to access by positioning plant against it, with the boom arm used as a further obstruction.

5.7. Equipment Marking and Registration

All plant, including hand tools, should be marked and registered under a recognised scheme such as CESAR
(the Construction and Agricultural Equipment Security and Registration scheme), which combines visible
and covert marking with registration on a database accessible to police. Marking should ideally be non-
removable, and should combine overt marking (to deter) with covert marking (to aid recovery and
prosecution if an overt mark is removed or defeated). ISO 10261:2002 specifies the international standard
for unique product identification numbering of earth-moving and agricultural machinery, including a 17-
character Product Identification Number format; every machine should record the manufacturer's
identification plate details, including name and address of manufacturer, mandatory marking, series or
type, serial number (PIN), year of manufacture, net engine power (ISO 14396), and operating mass (I1SO
6016).

5.8. Immobilisation Systems

Equipment immobilisation systems deter unauthorised movement by immobilising the fuel, hydraulic, or
electrical systems, arming automatically in most cases and typically controlled by keypad PIN, electronic
fob, transponder key, SMS, GPS geofence, or smart card. These systems oblige a thief to use more
sophisticated means, such as a low-loader or crane, which raises the effort and risk involved and supports
the deterrence and delay functions described above.

5.9. After-Theft Recovery and Tracking

After-theft recovery and tracking systems fall broadly into three types.

Type A — Stolen Vehicle Recovery multi-location technology — offers the strongest recovery
performance, particularly where an independently verified (for example Thatcham-approved or Secured

by Design) covert battery unit is fitted, and generally attracts the best law enforcement support.
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Type B — Fleet Management Systems telematics — is primarily designed for logistics and maintenance,
and offers a lower level of recovery performance because installations are not usually covert.

Type C — a DIY tracker, typically using a user-supplied SIM — is the lowest-cost option but is generally
unproven for professional recovery purposes and offers little or no dedicated law enforcement support.

A comparison table is provided at Annex E. CITS notes that criminals are increasingly capable of scanning
for and disabling trackers with live SIM activity before removing plant, and may deploy GPS or GSM
jammers; a layered approach combining marking, immobilisation, and tracking therefore remains more
resilient than tracking alone.

5.10. Fuel, Cable, and Material Theft

Fuel, cable, and material theft — particularly of red diesel, copper wiring, and scrap metal — remains a
persistent and, in the case of fuel, a worsening problem given fuel prices. Fuel theft alarms that monitor
tank levels, forensic DNA marking of fuels and oils, secure bunded storage, and routine vehicle checks on
exit from site are all recommended controls, alongside the wider perimeter and surveillance measures
described above.

5.11. GPS Tags

Integrating smart tracking tags — such as Apple AirTags, SmartTag2, Tile, etc — provides a cost-effective
layer of defence against loss and unauthorised movement.

Discreet Design: Measuring about the size of a coin, tracking tags can be slipped inside battery
compartments, tool casing panels, or mounted securely behind structural frames. Because they look
nothing like traditional, bulky anti-theft hardware, potential thieves are far less likely to notice or remove
them.

Crowdsourced Remote Monitoring: Unlike cellular GPS trackers that require expensive monthly
subscriptions, tags leverage vast device networks. If equipment leaves the yard, any nearby smartphone
running the network anonymously and securely bounces the tag's location back to your device.

Real-Time Visibility: Open the Find My app on your phone, tablet, or desktop to check the coordinate
history and current location of your tools and machinery instantly, allowing you to coordinate directly with

local authorities if theft occurs.
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6. Insider Threat, Fraud, and Personnel Security

Not every threat to a construction site comes from outside the perimeter. This section addresses insider
threat, hire fraud, and personnel security, each of which requires measures distinct from the physical
layers described in Section 5.

6.1. Insider Threat

Insider threat can range from an employee sharing site access information with an outside accomplice, to
a subcontractor colluding in the removal of plant they have legitimate access to operate. NPSA's insider
risk guidance (see Annex B) recommends a combination of pre-employment screening, a clear and
consistently enforced code of conduct, channels for colleagues to report concerns, and management
vigilance for behavioural indicators, delivered as part of the wider security culture described in Section 7.

6.2. Tackling Hire Fraud

As plant security improves, criminals have increasingly turned to fraudulent hire — persuading a hire
company to hand over a machine, complete with keys, fobs, and immobiliser codes, using false identity or
false credit information. CITS recommends the nine-step best practice set out at Annex D, covering identity
verification, trade references, hired-in plant insurance checks, credit checks, and prompt follow-up when
equipment is not returned on time.

6.3. Personnel Security and Vetting

Personnel performing security duties, and personnel with privileged access to sensitive areas or
information, should be screened in line with BS 7858:2019, Screening of individuals working in a secure
environment. Vetting should be proportionate to the sensitivity of the role and should be refreshed
periodically, not treated as a one-off check at the point of hire.

6.4. Sites Without Facilities or Activity — a Reason to Doubt

Delivery drivers and site personnel should be alert to sites that show no sign of welfare facilities or ongoing
activity, since this can indicate that plant is being delivered to, and subsequently stolen by, a fraudulent

hirer. Where a driver has concerns about the apparent lack of activity or facilities at a delivery address,
the office should be contacted for clarification before delivery proceeds, and delivery should be aborted
if in doubt.
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7.  Workforce Security Awareness and Vigilance

Physical and cyber controls are only as effective as the workforce that operates them. A workforce security
awareness and vigilance programme is central to this guide's approach, because it reduces the
complacency that most opportunistic and much organised theft depends on.

7.1. Building a Security Culture

Security culture refers to the shared values, attitudes, and behaviours that make good security practice
the normal, expected way of working on a site, rather than an imposed burden. NPSA's guidance on
embedding security behaviours (see Annex B) recommends working through five levers — Explain, Enable,
Encourage, Engage, and Evaluate — to move a workforce from passive compliance to active vigilance.

7.2. A Structured Process for Developing Security Culture

Proven practice for developing a security culture sets out a seven-step process for turning common-sense
behaviours into common practice on site (see Annex B). CITS recommends this process as a practical
companion to the Explain, Enable, Encourage, Engage, and Evaluate levers described above, because it
gives a repeatable sequence for turning an awareness ambition into a delivered, measurable campaign.

The seven-step security culture process ‘

The routine tasks project team members carry out each day, and the

1. . . ey
e = stakeholder groups who carry them out.

3 Re-Occurring Non- The things done incorrectly each day, and whether this stems from
Compliance unawareness of the rules, complacency, or malicious intent.

3 Review Adversarial Risk |[Checking whether known risks from the risk register (see Section 4.4) are
Register made more likely, or their impact amplified, by poor behaviour.

4. Identify Desired The behaviours that would promote a security culture, and whether
Behaviours existing rules need to change to mandate them.

Defining what “good” looks like, developing key messages, securing

5. |Campaign Development |leadership and communications sign-off, allocating budget, and creating
communication tools.

Selecting the stakeholder group for maximum impact, choosing
communication tools to reach them, and delivering and documenting
the messages.

Gathering stakeholder feedback, monitoring the trend in non-compliant
events, conducting formal reviews, and capturing learning in a post-
campaign report.

6 Communicate to
" |Stakeholders

v Measure Impact of
" |Campaign

When communicating to stakeholders at Step 6, good practice recommends keeping every message
Relevant, Important, and Personal (RIP) to its audience, delivered through storytelling and imagery rather
than dry policy statements, and using humour where appropriate to make messages memorable. This is a
useful reminder that most people on a project are, in practice, busy, social, and creatures of habit, so a
campaign has to work with those tendencies rather than against them if it is to change behaviour.

Adapted from Carpenter’s research on transformational security awareness, five further principles
underpin an effective programme:

(a) have a clear vision of what “good” looks like for the organisation;

(b) view awareness through the lens of the organisation’s existing culture, rather than importing

a generic template;
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(c) identify desired secure behaviours within everyday tasks and processes, rather than treating
security as a separate activity;

(d) leverage existing programmes and communication channels within the organisation, rather
than building new ones from scratch; and

(e) be realistic about short-term gains while aiming deliberately for long-term, sustained success.

7.3. Structuring a Multi-Campaign Awareness Programme

Processes that have previously been successful structure workforce awareness delivery as an annual
programme of four themed campaigns, one delivered per quarter, so that the workforce receives a steady
sequence of relevant, focused messaging rather than a single annual briefing (see Annex B). CITS
recommends this quarterly structure as a model that principal contractors can adapt to their own project
calendar and risk priorities.

Quarter Campaign theme

. covering insider threat, vetting, and workforce
1st Quarter |People and personnel security ) ) .
identity checks (see Section 6).

Protecting property and theft covering equipment marking, immobilisation, and
2nd Quarter . . . .
reduction overnight security (see Section 5).

Security reporting and response covering how and when to raise concerns, and the
3rd Quarter

capability incident response process (see Section 10).

Cyber security and information covering good cyber hygiene and the protection of
4th Quarter - :

assurance BIM and sensitive data (see Section 8).

Each campaign should obtain executive endorsement and, where the organisation has one, sign-off from
its communications function; be built around a unique campaign identifier or logo that acts as a
memorable “flag” for the theme; and be delivered through a multi-media mix of tools suited to a
construction site environment — for example posters, mesh fence banners, portable pop-up banners,
ceiling hanging signs, campaign films featuring site leadership, and simple take-away items such as stickers
or pamphlets. Campaigns should be designed for repeat use in future years, refined each time using the
feedback gathered at Step 7 of the process described above, and, where relevant, coordinated with other
functions such as health and safety and human resources so that the workforce receives a single, joined-
up set of messages rather than competing campaigns.

Larger or higher-criticality organisations should also consider an annual demonstration exercise, run
across the whole programme, to retain an operating licence or satisfy a regulator; CITS notes that the aim
of a mature awareness programme is to spend more time educating the workforce and less time
investigating the consequences of not having done so.

7.4. Employee Education and Training

Employees should receive anti-theft training and regular refreshers, proportionate to the significant cost
that equipment theft represents to a business. Training should be conducted at least annually, should
focus on practical behaviours — key control, reporting suspicious activity, and challenging unfamiliar
visitors — and should conclude with a short assessment so that understanding, not just attendance, can

be confirmed. A nominated employee should act as the site's point of contact on equipment security, and
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a 24/7 contact and emergency response route for equipment theft should be established and known to
all staff.

7.5. Client and Contractor Education

Where equipment is hired, clients and their operators should also be briefed on their responsibilities:
completing their own risk assessment; ensuring machines are marked, registered, and immobilised when
unattended; removing keys; securing equipment together or to road furniture; and acting quickly in the
event of a theft by reporting to the police, obtaining a crime reference number, and alerting the 24-hour
monitoring provider. Clients should also understand the financial and programme impact of a theft, which

typically falls on them as much as on the hire company.
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8.  Cyber Defence and Information Security

As construction sites become more connected — through BIM, telematics, smart building systems, and
loT-enabled plant — cyber security has become an integral part of site security rather than a separate
discipline. Current industry reporting confirms that insurers and clients now expect contractors to
demonstrate a documented, multi-layered approach to protecting site data, not just physical assets.

8.1. Good Cyber Hygiene on Site

Good cyber hygiene includes strong, unique credentials and multi-factor authentication for site systems;
prompt patching of network-connected devices, including CCTV, access control, and building management
systems; segregation of site IT from corporate and BIM cloud networks where practical; and a documented
incident response plan for a cyber event, exercised in the same way as a physical security incident (see
Section 10).

8.2. Control of BIM and Sensitive Data

Building Information Modelling (BIM) software and the models it holds are a valuable target, since a full
BIM model can reveal a building's structural weak points, security system layout, and asset locations.
Access to BIM and other sensitive project data should follow a need-to-know principle: role-based
permissions, logged access, and the removal of access promptly when a role or contract ends. The diagram
below sets out this approach at a high level, aligned to ISO/IEC 27001 and ISO/IEC 27002 and to NCSC and
CIOB guidance on cyber security for construction businesses (see Annex B).

Cyber Hygiene: Need-to-Know Access to BIM and Site Data

BIM Model & Access Control

Sensitive Data Layer
Design, asset, and smart- Role-based permissions, MFA,
building data logging

Authorised User
Only

Need-to-know, least privilege

Segregates Smart Building Supply Chain
Networks Systems Assurance

Site IR separate from BMS, access control, cameras, Vet supplier, patch, and
corporate/BIM cloud as an attack vector monitor devices

Aligned to 1SO/IEC 27001, ISO/IEC 27002, and NCSC/CIOB cyber security guidance for construction
Review as part of the wider adversarial threat, vulnerability, and risk assessment (see Section 5)

Figure 5: A need-to-know approach to BIM and sensitive site data.

8.3. Smart Buildings and loT Vulnerabilities

Smart buildings — those with networked building management, access control, and environmental
systems — are vulnerable to cyber-attack in ways a conventional building is not; a compromised building
management system can, in principle, be used to disable alarms, unlock doors, or disrupt environmental
controls. Security requirements for these systems should be specified and tested before handover, not
left until the building is operational, and CITS recommends reference to NPSA's Cyber Assurance of
Physical Security Systems (CAPSS) guidance.
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8.4. Supply Chain and Third-Party Assurance

Contractors, subcontractors, and equipment suppliers with network access to site or BIM systems should
be assessed for their own cyber hygiene before that access is granted, and devices they bring on site
should be included in the site's patching and monitoring regime. A single weak link in the supply chain can
undermine an otherwise well-controlled site network.
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9. Emerging and Future Technologies

This section briefly describes technologies that are emerging or expected to see wider use on construction
sites, so that CITS members can plan for their adoption where proportionate to the assessed risk.

9.1. Drone surveillance

Tethered, permanently powered drones can now provide continuous aerial observation of a site, feeding
real-time imagery to a control station and on to remote monitoring, allowing one operative to cover
several sites more effectively than foot patrols alone. As noted in Section 4.2, the same technology is being
used by criminal groups for reconnaissance, so its adoption should be paired with counter-reconnaissance
awareness.

9.2. Forensic DNA marking

Forensic DNA marking, historically used on plant and equipment surfaces, is increasingly being applied to
fuels, heating oil, and engine oil, giving a fast, unique means of confirming theft and supporting
prosecution, as well as helping to verify that service intervals have been met for warranty purposes.

9.3. Anti-counterfeiting labels

Advanced holographic and chemically synthesised labelling can produce hidden images visible only
through a specific viewer, and can retain their identifying information after exposure to heat, humidity,
and harsh chemicals, making them very difficult to counterfeit and useful for both identification and
warranty purposes.

9.4. Biometrics and smart credentials

Biometric identifiers (fingerprint, iris, hand geometry) and smart cards can supplement or replace physical
keys and PIN codes for access to equipment and to sensitive site areas, restricting use to authorised and
qualified individuals only, though the cost of biometric readers remains higher than a conventional card

reader.
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10. Incident Response and Exercising

No defensive layer will reduce risk to zero, so every site should have a pre-planned, resourced, and
rehearsed response to a security incident, cognisant of the size and adversarial threat relevant to the site
or project.

10.1. Pre-Planned Response

A response plan should set out who is contacted and in what order (site management, the monitoring
provider, the police, and where relevant the client and insurer), what information should be recorded
(crime reference number, description and identification numbers of items involved, and photographic
evidence), and what immediate physical actions should be taken to reduce further loss.

10.2. Engaging Police and Emergency Responders

CITS recommends engaging local police and, where relevant, national units such as the National
Construction and Agriculture Theft Team (NCATT) or the National Rural Crime Unit, at the planning stage,
not only after an incident. This relationship supports faster response, better intelligence sharing, and,
where appropriate, participation in exercises.

10.3. Table-Top and Live Exercises

The response plan should be communicated to, and practised with, all relevant stakeholders. This can take
the form of a table-top exercise, talking through a simulated incident, or a live play exercise involving a
simulated intrusion, ideally involving local police and emergency responders. Exercising should be
proportionate to the size and threat profile of the site, but even a modest site benefits from a short table-
top run-through at project start-up.

10.4. Post-Incident Review

Every actual incident, near miss, or every exercise, should be followed by a short review capturing what
worked, what did not, and what should change in the site security plan, the Security Aspects Letter, or the
training programme described in Section 7.

11. Continuous Improvement and Governance Review

Security is not a fixed state but a continuing process. CITS recommends that the assessment described in
Section 4 is repeated whenever the site changes materially — at the transition between project phases,

following a change in the threat picture reported by police or industry bodies, or following any actual
incident or near miss — and that this guide itself is reviewed periodically against current legislation,
standards, and technology.
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Annex A — Bibliography and References

This bibliography lists the legislation, guidance, and reporting referred to in this guide, with the full URL
used at the time of writing. Web addresses change over time; if a link no longer resolves, search the
publishing organisation's website for the current version.

1 Construction (Design and Management) Regulations 2015 (SI 2015/51)
https://www.legislation.gov.uk/uksi/2015/51/contents/made
, Health and Safety at Work etc. Act 1974
https://www.legislation.gov.uk/ukpga/1974/37/contents
3 Equipment Theft (Prevention) Act 2023
https://www.legislation.gov.uk/ukpga/2023/38/contents
Equipment Theft (Prevention) Act: summary of call for evidence responses and conclusion (GOV.UK, 17 October 2025)
4 |https://www.gov.uk/government/calls-for-evidence/equipment-theft-prevention-bill-call-for-evidence/outcome/equipment-
theft-prevention-act-summary-of-call-for-evidence-responses-and-conclusion
Data Protection Act 2018
> https://www.legislation.gov.uk/ukpga/2018/12/contents
6 Occupiers' Liability Act 1957
https://www.legislation.gov.uk/ukpga/Eliz2/5-6/31
; Occupiers' Liability Act 1984
https://www.legislation.gov.uk/ukpga/1984/3/contents
8 Modern Slavery Act 2015
https://www.legislation.gov.uk/ukpga/2015/30/contents
5 Planning Act 2008
https://www.legislation.gov.uk/ukpga/2008/29/contents
10 Security Industry Authority Act 2001
https://www.legislation.gov.uk/ukpga/2001/12/contents
11 Counter-Terrorism and Security Act 2015
https://www.legislation.gov.uk/ukpga/2015/6/contents
. Building Act 1984
https://www.legislation.gov.uk/ukpga/1984/55/contents
13 The Fire Safety (England) Regulations 2022
https://www.legislation.gov.uk/uksi/2022/547/contents/made
1 NPSA: Security Fences and Gates guidance
https://www.npsa.gov.uk/building-protection/building-infrastructure/security-fences-and-gates
1s NPSA: Insider Risk Guidance
https://www.npsa.gov.uk/specialised-guidance/insider-risk-guidance/insider-risk-security-professionals
16 NPSA: All Guidance Articles
https://www.npsa.gov.uk/security-guidance
17 Secured by Design: Plant Machinery Security guidance
https://www.securedbydesign.com/guidance/crime-prevention-advice/vehicle-crime/plant-machinery-security
18 NCSC and CIOB: Cyber security for construction businesses (January 2022)
https://www.ncsc.gov.uk/collection/small-business-guide
19 CESAR Scheme (Construction and Agricultural Equipment Security and Registration)
https://www.cesarscheme.org
20 Construction Equipment Association (CEA)
https://thecea.org.uk
1 National Construction and Agriculture Theft Team (NCATT)
https://www.napniu.co.uk
ISO 10261:2002, Earth-moving machinery and agricultural tractors and machinery — Product identification numbering
22 [system
https://www.iso.org/standard/28338.html
3 BS 7858:2019, Screening of individuals working in a secure environment — Code of practice
https://knowledge.bsigroup.com/products/screening-of-individuals-working-in-a-secure-environment-code-of-practice
24 |Construction site security in 2026: how developers are cutting theft and protecting programme, PropertyWire
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protecting-programme/
Construction Site Security in 2026: What UK Contractors Need to Know, BUILD Magazine

25
https://www.build-review.com/construction-site-security-in-2026-what-uk-contractors-need-to-know/

The CAP Way: Security Management Review® (SMR) Methodology, CAP StoryBoard 01, Rev. 2 (Cannon Asset Protection
26 |Limited)

https://thecapway.com

The CAP Way: Developing a Security Culture, CAP StoryBoard 07, Rev. 3 (Cannon Asset Protection Limited)

27
https://thecapway.com

The CAP Way: Security Awareness Programme — Four Campaigns, CAP StoryBoard 08, Rev. 3 (Cannon Asset Protection
28 |Limited)

https://thecapway.com

Carpenter, P. (2019). Transformational Security Awareness: What Neuroscientists, Storytellers, and Marketers Can

29 [Teach Us About Driving Secure Behaviors. Wiley.

No online edition cited; consult publisher.
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Annex B — Normative References: Key Organisations

This annex introduces the principal UK organisations whose standards, schemes, and guidance are
referred to throughout this guide, so that it can be kept current as their advice is updated.

NPSA (National Protective Security Authority)

The UK Government authority for protective security advice on physical, personnel, and cyber security,
including guidance on security fences and gates, insider risk, and cyber assurance of physical security
systems (CAPSS).

https://www.npsa.gov.uk

NCSC (National Cyber Security Centre)

The UK Government authority on cyber security, publisher (with CIOB) of cyber security guidance for
construction businesses.

https://www.ncsc.gov.uk

Secure by Design (SBD)

The national police crime prevention initiative that accredits products and provides guidance, including
on plant machinery and construction site security.

https://www.securedbydesign.com

CESAR (Construction and Agricultural Equipment Security and Registration)

The recognised UK marking and registration scheme for construction and agricultural equipment, owned
by the Construction Equipment Association.

https://www.cesarscheme.org

SIA (Security Industry Authority)

The statutory regulator of the UK private security industry, responsible for licensing individuals
undertaking licensable security activities.

https://www.sia.homeoffice.gov.uk

BSI (British Standards Institution)

The UK's National Standards Body, publisher of the BS and BS EN security, risk, and management system
standards referenced throughout this guide.

https://www.bsigroup.com

NCATT (National Construction and Agriculture Theft Team)

The UK police unit coordinating the response to construction and agricultural equipment theft.

https://www.napniu.co.uk
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Police Crime Prevention Initiatives (Police CPI)

The organisation delivering police-backed crime prevention advice, including the Secured by Design
scheme.

https://www.policecpi.com

The CAP Way (Cannon Asset Protection Limited)

The construction security awareness programme and Security Management Review® (SMR) methodology
referred to in Section 4 of this guide, used with permission.

https://thecapway.com
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Annex C — Examples of Best Practice in Positioning and Securing
Equipment

The following examples, drawn from CITS members' own sites, illustrate good practice in securing plant
and portable stores overnight, and the consequence of not doing so.

A registered and marked item of construction plant.

Trailer and tow-hitch locks reduce the risk of removal; where practical, use the machine bucket to protect
the tow hitch as a further obstruction. When leaving equipment overnight, secure small portable items
beneath the boom arms of mini-excavators and apply immobilisers or hydraulic locks. Where equipment
is not going to be used for a period, avoid leaving more fuel in the tank than necessary.

By securing items of equipment together, using immobilisers and hydraulic locks with chain and padlocks,
and activating all electronic and movement alert devices, either item becomes far harder to lift or drag
away. Chains should be lifted clear of the ground to resist bolt croppers, and good-quality approved chains
and padlocks should be used throughout.

Conversely, a machine left unlocked, with no electronic security fitted, no marking or registration scheme,
and no hitch lock installed, can be stolen within seconds — an expensive and entirely avoidable mistake.
Ignition keys should always be removed when equipment is not in use.
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Annex D — Tackling Hire Fraud: Best Practice Checklist

This nine-step checklist, contributed by CITS members from the plant hire sector, sets out best practice
for reducing exposure to fraudulent hire, where a criminal obtains legitimate-looking possession of a
machine complete with keys, fobs, and immobiliser codes.

Obtain and retain a copy of the hire agreement, signed by an approved person.

N|F=

For new or non-account holders, take copies of two proofs of the customer's identity — one with a
photograph and one showing a current address — before the hire commences.

For new and non-account holders, obtain trade references before the hire commences.

Check that the customer holds hired-in plant insurance.

Carry out a credit check and retain a copy of the signed credit agreement.

bW

Where the customer has no trade account, accept payment only from a card in the name of the hirer,
checked against the identity documents taken at the outset.

7 |If plantis not returned on the due date, find out why without delay, using a diary system to track return
dates.

8 |Collect off-hired plant promptly, since a customer who has off-hired equipment may no longer feel
responsible for securing it.

9 |Where a driver is in the area, check that delivered plant remains on site where it was left.

Note: adherence to these steps may also be a condition of insurance cover; hirers should check their policy
wording, since fraudulent hire is sometimes excluded from standard cover.

Additional NCATT Hire Fraud information is available on the CITS website. This covers:
e NCATT Hire Fraud Aide Memoire: Quick Tips: Reduce Risk of Hire Fraud

e NCATT Reporting Stolen Plant: Information document on Stolen Plant/Equipment and Vehicle
Reporting Criteria

e NCATT Stolen Plant Proforma: This form has been designed for CITS members to assist in providing
adequate information to the police to enable effective circulation on the Law Enforcement Data
Service (LEDS).

https://www.cits.uk.com/hirers.php
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Annex E — Comparison of After-Theft Recovery System Types

This table summarises the three broad types of remote asset location and recovery device referred to in
Section 5.9, to support a proportionate choice for a given asset value and risk.

System type ‘ Advantages Disadvantages ‘
. Highest recovery performance, especially . . L L
Type A — Stolen Vehicle ) . Requires an active subscription; initial
. X with covert battery units; strong law . .
Recovery (SVR) multi-location purchase and ongoing cost; some versions
enforcement support; GEO-fence and . .
technology cannot locate without GPS signal.

motion alarms possible.

L . Lower recovery performance than Type A;
Supports logistics and maintenance

Type B — Fleet Management . . . not usually covert, so easier for criminals
. planning; GPS location may assist recovery . . .
Systems (FMS) telematics ) to find and disable; cannot track without
if reported. .
GPS signal.

Recovery performance unproven for
professional use; little or no law

Type C — DIY tracker Low initial cost; wide choice of devices. enforcement support; requires ongoing
SIM management; poor battery life and

mapping in many products.
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Annex F — Acronyms and Glossary

ATV All-Terrain Vehicle

BIM Building Information Modelling

CAPSS Cyber Assurance of Physical Security Systems

CDM Regulations |Construction (Design and Management) Regulations 2015

CESAR Construction and Agricultural Equipment Security and Registration scheme

CPTED Crime Prevention Through Environmental Design

NCATT National Construction and Agriculture Theft Team

NCSC National Cyber Security Centre

NPSA National Protective Security Authority

PIDS Perimeter Intrusion Detection System(s)

PIN Product Identification Number (in this context, not personal identification number)
RACI Responsible, Accountable, Consulted, Informed (a responsibility-assignment chart)
SAL Security Aspects Letter

SIA Security Industry Authority

SMR Security Management Review — a proven risk-assessment methodology (see Annex B)
SQEP Suitably Qualified and Experienced People

VADS Vehicle Attack Delay Standard
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